Al doomsday scenario settles at humanity’s doorstep

[Chabria, from B1]
shockingly less powerful
thanthe new one it's trying
very hard to not unleash —
though this new Claude,
dubbed Claude Mythos
Preview, has already es-
caped at least onceon its
own., More on that in a mo-
ment — there's only so
much existential dread a
personcan handle.

“We should all be wor-
ried,” Roman Yampolskiy
told me of this latest ad-
vance of a technology cer-
tainto change the course of
humanity. He's one of the
country's preeminent Al
safety researchers, and a
professor at the University
of Louisville in Kentucky:.

“We're about to create
general superintelligence
and that threatens human-
ity as awhole,” Yampolskiy
said.

“Everything else is irrele-
vant,” he added, before
suggesting [ stop calling
myself anidiot for not
understanding the tech-
heavy parts of this debate.
My simplistic take, he as-
sured me, was “a reasonable
way to explain it.”

Sohere you go.

This isn't a “really smart
computer geniuses could
misuse this," seenario, or an
“everyone’s going to be
unemployed” scenario, or
evena “it might accidentally
bomb children” scenario,
whichis a truly terrible
scenario.

This is a “your teenage
soncould use it to break into
the local school district
systemto change a grade
with pretty much minimal
knowledge and aceidentally
destroy the California
power grid” scenario.

Ormaybe, a country that
doesn't likeus — I can think
of a few — could drain every
U.S. citizen's bank account,
while also clicking openthe
auto lockson jail eells, shut-
ting down our sewage plants
and taking over air control
systems. Or maybe Claude
Mythos just does that onits
own.

For example, Anthropic
said that in one popular
operating system it tested,
used by thousands of com-

panies including Netflix and
Sony, Claude Mythos found
a flaw that had existed
undetected for 17 years.
Then, on its own — without
human guidance or help —
figured out how touse that
flaw to take control of any
server running the op-
erating system, using any
computer, anywhere in the
world.

Just spitballing here, but
if almost no security system
is safe, the possibilities for
social, financial and general
chaos really are unlimited.
And to be honest, any secu-
rity expert will tellyou that
some of America’s greatest
weak points when it comes
to eybersecurity are local
and state governments,
because strangely, the top
experts aren't working
five-figure jobs for cities in
the Great Plains.

Based on its own testing,
Anthropie predictsit could
find “over a thousand more
critical severity vulnerabil-
itles and thousands more
high severity vulnerabil-
ities.”

That means Claude
Mythos puts at risk our
infrastructure, well, every-
where — because so much is
connected in backdoor ways
most of us never consider
and it just takes one weak

system to open the door to
hundreds of others. Butitis
almost impossible to pro-
tect and fix all those sys-
tems quickly enough and
robustly enough to guard
against this kind of AL

And that’s just the cyber-
security risk, Yampolskiy
said. An Al with the capa-
bilities of Claude Mythos
could beused to move leaps
and bounds ahead in so
many more ways.

“We see the same hap-
pening with synthetic biolo-
gy. We'll see the same with
chemical weapons, possibly
something novel in terms of
weapons of mass destrue-
tion,” he said.

To Anthropie's great
credit, it sounded the warn-
ing onits creation and cre-
ated,ifnot a solution, then a
game plan of sorts — Project
Glasswing, named, I sus-
pect, because no matter
how bad this gets we're
going to make it sound like a
thriller with an exciting
ending.

Project Glasswingwould
have been better named
Project Headstart because
that’s what it is. Before
releasing Mythosinto the
wild, Anthropie is releasing
it. to about 40 technology
companties, including Ap-
ple, Google and Nvidia, to
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see whether they can collec-
tively patch all the vulner-
abilities they find before the
general public hasa chance
atthem. It's kind of like in
the movies when the killer
gives the victim 15 seconds
torun.

Imean, I'll take the 15
seconds and hope they're
real. But, as Anthropic also
said ina statement, the
“work of defending the
world’s cyber infrastructure
might take years; frontier Al
capabillities are likely to
advance substantially over
just the next few months.
For cyberdefenders to come
out ahead, we need toact
now.”

And do we really have 15
seconds? One of Claude
Mythos' overseers posted
on social media recently
that he was having lunchin
a park when Mythos
emailed him — even though
it’s not supposed to have
accessto the internet. Re-
searchers had tasked My-
thos with trying to break out
ofits not-connected “sand-
box" and it did.

That'’s another problem
with Mythos and other AI —
they rarely dowhat we
expect and find sneaky ways
around rules. Virtually every
Al super-brain created has
been shownto lie, deceive,

and ingeneralbehavein
disturbing and unethical
ways when put in the right
conditions.

Even Claude, billed as
one of the most ethical AI
super-brains out there,
engages in bad behavior.
Anthropicboastsit'sthe
“best-aligned model” it has
ever made —which is tech-
speak for following human
values and intentions, but
also acknowledges it “likely
poses the greatest align-
ment-related risk,” which is
tech-speak for, well, maybe
not.

So, at least for now, being
the most ethical Al super-
brainisa bit like being the
most ethical serial killer.
Run, people, run

Again, thank you, An-
thropie (and its chief execu-
tive, Dario Amodei, who
often warns of the dangers
of what he’s creating, what-
ever that's worth) for not
plunging us into global
chaos with no warning,
because I'mbetting that
some other companies
might have just tossed their
super-Al onto society and
let the destruetion fall
where it may, There islittle
doubt that other Albrains
as capable as Mythos are
coming, and soon — An-
thropic was first with this
level of capability, butit's
only 15 seconds ahead of its
competitors.

Buttheideathat the
technology industry is going
to— or should— solve these
problemson its own isan
absurd, gross abdication of
duty and common sense on
behalfof governments big
and small to proteet their
people. This isn’'t arace for
domination as President
Trump has describedit. It is
arace Lo protect ourselves
from ourselves — and from
the majority of the super-
rich titans of the industry
who seem to consistently
place business and com-
merce over societal good.

We are down to the last 15
seconds before Al changes
everything. Either we de-
mand oversight and regula-
tion now, or we let technol-
ogy companies decide the
fate of the world.



